Abstract-The Cloud services are becoming an essential part of many organizations. Cloud providers have to adhere to security and privacy policies to ensure their users' data remains confidential and secure. Though there are some ongoing efforts on developing cloud security standards, most cloud providers are implementing a mishmash of security and privacy controls. This has led to confusion among cloud consumers as to what security measures they should expect from the cloud services, and whether these measures would comply with their security and compliance requirements. We have conducted a comprehensive study to review the potential threats faced by cloud consumers and have determined the compliance models and security controls that should be in place to manage the risk. Based on this study, we have developed an ontology describing the cloud security controls, threats and compliances. We have also developed an application that classifies the security threats faced by cloud users and automatically determines the high level security and compliance policy controls that have to be activated for each threat. The application also displays existing cloud providers that support these security policies. Cloud consumers can use our system to formulate their security policies and find compliant providers even if they are not familiar with the underlying technology.
I. INTRODUCTION
While cloud based solutions are attractive for their cost savings and rapid provisioning/scaling; privacy and security of cloud data remains a concern for most consumers [8] and a key barrier in adoption of the cloud. In recent years, various cloud security standards have been proposed or are being developed by standards bodies like Cloud Security Alliance (CSA) [9] [10], International Organization for Standards (ISO) [14] [15] , National Institute for Standards and Technology (NIST) [18] [19] [20] , etc. Most cloud providers are implementing a mish-mash of security and privacy controls. This has led to confusion and concern among consumers as to what security measures they should expect from the cloud services and what compliance policies to adopt for their enterprise data on the cloud.This work makes three key contributions. First, we have conducted a comprehensive study to review the potential threats faced by cloud consumers and determined the compliance models and security controls that should be in place to manage the risk. We analyzed more than 20 security standards in cloud computing as well as in IT management. We also reviewed the security controls implemented by more than 100 cloud providers by studying the security related whitepapers on their websites. Second, based on this study, we have developed an ontology describing the cloud security controls, threats and compliances which is used to capture and store this information from standards and cloud providers in W3C standard semantic web languages. It provides us the capability in ongoing work to reason over it. Finally, we have developed a web-based application that can be used by consumer organization. It suggests, given the threats an organization faces, appropriate cloud security policies and providers that support them. This application classifies the threats faced by cloud users and determines the security and compliance policy controls that have to be activated for each threat. The application also displays the existing cloud providers that support the security policies. The focus of this paper is on the first and third contributions. In section III of this paper, we present our analysis of the various cloud security control models, compliance models and threats. The ontology we have developed for cloud security compliances and security standards is very briefly covered in section IV, and is not a focus of this paper. We describe our recommendation application in detail in section V and end with conclusions and future work. security and privacy policies under the purview of the cloud provider. On the other hand, the security compliance model is applicable across all the roles in the reference architecture. Security controls used to protect a cloud environment are the same for all cloud delivery models.
II. Related Work
Compliance standards are applied on these security controls. The IT compliance model [3] focuses on electronic data processing, network and IT infrastructure. Compliance models implement rules and regulations across various components of IT to make them work harmoniously. Organizations often adopt a security control based on these compliance models.
Transparency amongst the cloud service model, security controls and the compliance model will help consumers and end users achieve reliable cloud data protection. We used the Web Ontology Language (OWL) [32] to develop our ontology for Cloud security controls, threats and compliances, which is described briefly in section IV.
III. Security Threat and Control Models

A. Compliance Standards and cloud security controls.
In this section we discuss the key security controls that affect cloud security. We have referenced the NIST and CSA security documents [20] [9] [10] . We also co-relate them with compliance standards based on the description of controls. 
B. Threats to cloud computing and how to protect from threats by using security compliance models
We analyzed the security threats, identified in [1] , [6] and other public documents from standards bodies, to determine the threats faced by cloud consumers. We related them to the security controls and compliance models that protect from these threats ( Table 1 ). The key threats to cloud security include -
1.
Data breaches: affect the confidentiality of data and eventually the organization. Data encrypted so that even if it is stolen, the attacker cannot use it.
2.
Data loss: can happen due to hardware failure or malicious attacks on the system. Data backup policies should be implemented to overcome this type of threats.
3.
Account or service traffic hijacking: affects the confidentiality and integrity of the users. Hackers can steal users' personal data like bank credentials. Anti-phishing and fraud detection policies should be implemented to reduce these.
4.
Insecure interfaces and APIs: Users and providers communicate through interfaces and
APIs. APIs should be able to encrypt the data and transfer through the interfaces.
5.
Denial of service: is to prevent valid users from accessing their data. The attacker can change the encryption key or can slow down the system to prevent users from using the service.
To prevent this type of attacks, the users and cloud providers should develop a mechanism so that the attackers cannot distinguish the patterns of communications.
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Shared Technology vulnerabilities:
Cloud providers deliver their service in scalable way by sharing the resources. This sharing strategy should be implemented in every domain in cloud computing and also for monitoring the system.
IV. Cloud Security And Compliance Ontology
We have developed an OWL ontology [31] to capture the concepts of cloud security, threats and compliance controls. In this section we briefly describe this ontology; but it is outside the scope of this paper. The main classes of the ontology are cloud computing security (further divided into cloud security compliance models, cloud security controls and threats to cloud security) and cloud computing providers. We have developed an application that can be used by cloud consumers to determine the cloud security and compliance policies that they want to enforce within their organization. This system helps users identify the cloud threats and the security and compliance models that protect against these threats. The application also lists the existing cloud providers who have implemented the standards in their services.
For this application, we analyzed various security compliances, security policies/standards, and threats affecting cloud security. We next related these controls, standards and threats based on parameters like description of the security standards, the requirements of standard fulfillment, compliance description and also analysis of threats that affects the cloud security. This web-based application has been created by using PHP, HTML and AJAX web technology and MySQL database. Figure 2 shows the database architecture of the application. 
VI. Conclusion And Ongoing Work
We have conducted a comprehensive study to review the potential threats faced by cloud consumers and determined the compliance models and security controls that should be in place to manage the risk. We used this study to develop a semantically rich ontology to model the security threats, cloud security policies and controls and express the provider data in it. We have also developed an easy to use cloud security policy recommendation application for consumers who are planning to move their data to the cloud but are hesitant due to security concerns as they may not be aware of the security controls. As part of our ongoing work, we are further analyzing other IT compliance models that may be applicable in the cloud paradigm and determine if they should be incorporated into our cloud security application. We are also developing rules to reason over the ontology to better match compliant providers.
